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1. What is the RCCMD Software? 

RCCMD is a network client  software, which  enables to receive shutdowns or messages 

from UPS servers like UPSMAN UPS Softw are, CS121 SNMP Adapters or any other kind 

of RCCMD capable netw ork-cards of other licenzed partners. RCCMD is the 

successfulliest multiple server shutdown and messaging tool in the entire UPS w orld.   

2. Network Shutdown with RCCMD 

The program RCCMD is designed to execute a command on a remote system in a TCP/IP 

network. RCCMD w orks like the Remote Shell (RSH) know n in the Unix environment. 

Inside the UPS-Management Software RCCMD is used to shutdown several servers that 

are all pow ered by a single UPS. For this job, one of these computers is configured as 

UPS-master server. 

Install the UPS-Management Software UPSMAN on your UPS server and connect it to the 

UPS. Alternatively, a SNMP adapter CS-111 or CS-121 can be used for this as well. The 

other servers are only connected to the UPS pow er supply, no RS-232 connection is 

necessary. On these remote systems, install RCCMD (copy the modules) and create a 

shutdown routine for every system. This shutdow n routine may be a batch f ile, shell script 

or ncf-f ile, that contains the down and other commands for this system. After that, add 

RCCMD to the shutdown job or to the EVENT configuration of the computer running as 

UPS master server.  

So now  you have a computer in your server network supervising the UPS. The other 

servers execute RCCMD and w ait for the RCCMD signal of the UPS server. If  a power 

failure forces the master computer to shutdown the server-network, the shutdown-job of 

the UPS-server will start RCCMD. RCCMD now  sends the RCCMD-signal to all computers 

in its list. The computers receive this signal and the installed RCCMD w ill execute the 

programmed command. 

Please note that it is required to install RCCMD in tw o different operating ways: 

1.  as a sending process on the UPS-server, 

 (RCCMD ïs) (send) 

2.  as a receiving process (background-process) on the receiving computers. 

 (RCCMD ïl) (listen) 

In contrast to the RSH, RCCMD does not include the command that is to be executed in 

the sending process, but instead deposits the command w ith the receiving process. This 
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provides a security advantage in comparison to the RSH. Furthermore the receiving 

process may check, w hich computer sends the RCCMD-signal and determines w hether to 

accept it or not.  

   Attention:  If a name resolution is achieved via DNS, please always use the 
IP-address (and not the computer name) for a network 
shutdown with RCCMD. In case the DNS is not available, the 

network shutdown will not work, if this method is not used.  

RCCMD Version 2 or higher 

The extended Version of RCCMD is also able to execute commands on remote 

computers, execute the shutdown batch in the same TCP/IP port 6003, execute an e-mail 

batch, enable log f ile entries etc. The RCCMD 2 sender (UPSMAN or CS121 SNMP 

adapter) sends the corresponding RCCMD signal and the RCCMD 2 client starts the 

corresponding batch f ile, which lead to the execution of the net send message.  

The initial command w ill alw ays come from the UPSMAN or CS121 w here as the 

execution w ill always be on the RCCMD client side.  

Example: The CS121 should send a net send (network message) to a Windows NT 

network. The CS121 can be programmed so that during the event ñPowerfailò a ñRCCMD 

messageò will be send. The text of the message is configurable by the user. 

Upon on receiving the message by the RCCMD 2 client, the client is starting a batch f ile 

and sends the net send message. Sender of the message w ill be the client and initiator is 

the UPSMAN or CS121. 

This way it is possible to send messages, e-mail etc. in the different networks and 

operating systems, initiated by an UPS alarm.  



7 

NOVELL Server

UNIX Server

CS 121

UPSMAN Server

+ RCCMD 2 Sender

UPS

Windows Server

OS/2

Firewall Firewall

Novell Server

Windows

Server

UPS

RCCMD 2 client

RCCMD 1 client

RCCMD 2 client RCCMD 1 client

UPSMAN Server +

RCCMD 2 Sender

RCCMD 2 client

Shutdown ! Shutdown !

Shutdown !

Send Email +

Net send

message +

Shutdown !
Shutdown !

 

Figure 1 RCCMD and UPSMAN in a netw ork environment 

3. Installation / Configuration of RCCMD for Windows  

3.1 Installation of RCCMD 

Prior of the start, please make sure that you have full administrator rights in order to 

complete the installation. 

Step 1: Put the CD into the CD-ROM drive of your 

computer or download the software into a specif ic 

directory. 

Step 2: Please execute the installation program 

installRCCMD.exe in order to copy the f iles to 

your system and chose a desired setup 

language.  
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Figure 2 Introduction 

In the next menue you can see the progress column where the next steps are visible. Click 

the ñNEXTò button to continue. 

 

Figure 3 License Key Entry 

 

Step 3: Please enter your license key an choose your 

corresponding Windows OS from the list. The 

used license determines, which module can be 

installed.  

 

Attention: If you enter a wrong license number at this stage, the RCCMD 
client software will be set to a 30 day trial version. Please 
contact your UPS dealer for the full, correct license if it was not 

with the original CD-ROM.  
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You need a special license key for your RCCMD software. You can identify the key with 

the ñRX3ò in the f irst part of the license key. Most of the times you need to order the key 

separately.  

 

Figure 4 License Agreement 

Read and confirm the license agreement and continue with the ñNEXTò button. 

 

Figure 5 Install Folder Selection 

In the next w indow  enter the path where you want to install the software. Default is the 

subdirectory ñRCCMDò into the program files folder onto the hard disk ñC:ò. 
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 Attention: If you want to execute a program or a batch file with RCCMD, it 

is required that this program or batch file is located into the 

RCCMD installation folder \RCCMD (Not into òProgram 

files\RCCMD like default) or a search path is set on the folder. 

It w ill be signalized Into the next w indow, that f irewall exceptions w ill be created for the 

RCCMD.exe, the RCCMDTray.exe and the RCCMD WebIf (java.exe). 

 

Figure 6 Firew all Exceptions 

The RCCMD tray provides the appearance of the RCCMD message box as pop-up into 

the foreground. If you do not want to receive messages from the RCCMD, please close 

the RCCMD tray via the context menu. To disable the RCCMD tray permanently, you can 

disable it into the RCCMD configuration. 

The RCCMD tray appears into the taskbar. 

The red point means, that the RCCMD service is not started or rather a problem has 

occured (powerfailure, communication lost). Green means, that the UPS status is okay. 

 

Figure 7 RCCMD Tray 

In next menu you can choose to create a new  program group (default) or to choose icons 

elsewhere or not at all.  
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Figure 8 Shortcut Folder Selection 

In the next menu you see an overview of your installation and you may now press ñInstallò 

to begin.  

 

Figure 9 Summary 

 Attention: In the following we are describing the RCCMD configuration of 

the Windows tool òRccnf_nt.exeó, which was delivered until 

04/2012. All functions are equal to the newer RCCMD 
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WebInterface version, which is delivered since 05/2012 (see 

chapter 4). The detailed functions of RCCMD are user interface 

independent and will be described for the older RCCMD 

version.  

 

 

Figure 10 Client Installation 

Click the ĂNextñ button. 

 

Figure 11 Add IP-Address Window 
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Step 4: Add the IP address of the RCCMD server, which is 

allow ed  to send a shutdown to this client. 

 Attention: If you do not enter an address, then every server has the 

permission to send a shutdown command. If more than one 

CS121 or rather UPSMAN is existent, thus a redundancy 

situation, you need to enter more than one address as 

authorized sender. 

 

Figure 12 Advanced Netw ork Settings 

 

Step 5: If you want to use the secure connection (SSL), 

click the ñConfigureéò button and check the 

ñSSLò box and you can change the port for the 

messages. 
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Figure 13 UPSMAN Alive Checking / Redundancy Window 

Step 6: If you want to use the UPSMAN alive checking 

(recommended), check the ñEnable connection 

checkò box. Alive check is a signal, send out to 

the UPSMAN or CS121 on port 5769 to check if 

the UPSMAN has still UPS data ï or not. If  this 

fails, the scriptf ile alive.bat w ill be executed which 

causes a messagbox coming up. The polling rate 

(default 30 min.) defines the polling of the 

UPSMAN service, connect retries (default 5) 

means after 5 unsuccessful connection tries an 

alarm w ill be triggered. 

The function ñUse RCCMD Trapsò enables UPSMAN/RCCMD/UNMS traps, which show 

the UPS status as a trap message. If activated it w ill display a local message when the 

UPS status of the UPSMAN/RCCMD server changes. 

If you click the ñTest connection(s)éò button, the UPSMAN alive checking of the entered 

IP addresses will start (port 5769 will be tested). 

You can define the ñAudible Settingsò as follows: 

- Beep off 

- Beep endless 

- Beep amount (1 to 9) 
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If you click the ĂBrowse...ñ button, you will get a selection of the default batch files. 

 

Figure 14 Client Check Connection Batch File Window 

If you click the ĂDefault settingñ button, you will get back to the default batchfile (alive.bat). 

At the failure of the UPSMAN alive checking, you can define an executing f ile or edit the 

default f ile ñalive.batò: (f ile contents as follows) 

 

@echo off 

rem *** "messagetext" %1 == ip-address, %2 == date, %3 == time *** "title" -c 

counter for beeps 

start /b msg.exe "Check Upsman %1 failed (%2, %3)" "ATTENTION RCCMD:" -c:1 

Click the ñNextò button. 
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Figure 15 Check UPSMAN Connections Window 

 

Step 7: You can configure the log f ile size and edit the 

executing bat f iles in this installation w indow.  

 

Figure 16 Configure / Edit Bat Files 

 



17 

 

Figure 17 RCCMD Log File 

 

You can configure the shutdown sequence: 

 

Figure 18 RCCMD Shutdow n Sequence Configuration 

The follow ing commands are available for the shutdown sequence configuration: 
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ATTENTION: The shutdown sequence will be executed from top to 

down. The ñShutdown Windowsò command should be at the bottom, because after 

the execution of the shutdown, no other commands will be executed. 

Log off user: Ends your session, leaving the workstation on full power. 

Hibernate Windows: Hibernates your session, the content of the RAM w ill be written on 

hard disk. 

Power off Windows: Ends your session, shuts down Windows and turns off the power. 

Restart Windows: Ends your session, shuts down Windows and restarts Windows. 

Suspend Windows: Suspends your session, the content of the RAM w ill NOT be written 

on hard disk. 

Quit Lotus Notes: Closes Lotus Notes prior of the shutdown of Windows. Please 

configure a ñWaitò delay after this command. 

Quit Siemens SIMATIC: Closes WIN CC Database prior of the shutdown of Windows. 

Please configure a ñWaitò delay after this command. 

Quit applications: Closes all applications prior of the shutdown of Windows. 

Wait some secondsé: Waits a duration in seconds until the next command w ill be 

executed. 

RCCMD shutdown relay: Relays RCCMD shutdown command to another workstation. 

Enter the IP address or the hostname of the remote station you want to shutdow n. 

Shut down Windows: Ends your session and shuts down Windows, so that you can 

safely turn off the power. 

The default shutdown.bat content is as follows: 

rem created by setup 

@echo off 

set path=C:\WINDOWS\;C:\WINDOWS\system32\;C:\Program Files\RCCMD\ 

ExitWin.exe shutdown force 

@cls 
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3.1.1 Silent Installation of the RCCMD Installation 

The RCCMD Softw are provides a silent installation, but it is required to enter some 

settings into the ñInstaller.Propertiesò file. This f ile is located into the CD folder 

\Rccmd\Windows\12. 

 

Figure 19 Content of the ñinstaller.propertiesò 

It is required to remove the hash mark prior of the variable INSTALLER_UI=silent . In 

addition the setting of the license key is required behind the variable GXLICENSEKEY=. 

3.1.2 RCCMD Silent Installation and Takeover of own Configuration 

After you have finished the edition of the ñinstaller.propertiesò file, it is possible to create 

an own RCCMD configuration and to ñsilentò install.Thereto it is required to execute the 

RCCMD configuration manually once. Then export this configuration out of the registry 

into a f ile as follows: 

 Click the right mouse button on ñParametersò into the directory 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rccmd, select 

ñExportò and save the f ile w ith the name ñrccmd.regò as ñWIN95/NT4 

Registration Fileò. 

 Store the file ñrccmd.regò into the directory, where the RCCMD-Installer packet 

is located. 

 Open the file ñrccmd.regò with an editor and delete the complete line, which 

contains the license key. 
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 Create a new Windows batch-file (*.bat) with an editor, e. g. with the name 

ñInstalAndConfigRCCMD.batò, which should look like as follows: 

 

 Now  you can start a combined RCCMD silent installation and configuration via 

executing of your Windows batch-file ñInstallAndConfigRCCMD.batò. 

3.2 Testing of the Shutdown.Bat File  

We recommend to test the edited shutdown.bat f ile.  The shutdown program 

EXITWIN.EXE is predefined. Just enter Exitw in.exe -?  in the RCCMD directory for syntax 

help for this shutdown tool. You may use also your own shutdown tool or any other which 

we provide w ith this software. 

ATTENTION: If your configuration works fine in the DEBUG mode, does not 

necessaryly mean that it works also with the RCCMD as NT service. Please ensure that the RCCMD as 

service has been started in a user account with administrative rights, otherwise it may happen that 

only non-restrictive programs may be executed (like notepad.exe) but no Shutdown. (This will result in 

the NT error message óAdjust Token Privileges failedó.) If a program has in fact started or not can be 

seen in Taskmanager window (ALT+CTRL+DEL), because a service does not a started program in the 

current user session due to non-interactive transaction with the desktop. 

The full command syntax for the NT consol for RCCMD in <Listen mode>:  

rccmd [ïdebug] -l [-a IP adress] [ïh hostname] [-p port] "command"  

The command can be either a program or a path for another batchfile on this w orkstation. 

The command file should be given w ith full path. The -p port option can be included if you 

want to start RCCMD more than once at a single workstation  to proceed different 

commands for different events. The default port number is 6003, use any other availabe 

port number for different RCCMD commands. 

RCCMD in the send mode: 

rccmd  [ïdebug] -s [-a IP adress] [-h hostname] [-p port] 

This command is regularly used in the batchfile of the sender (shutdown.bat) and sends a 

"ping" to the computers IP adress or hostname.  If this òpingò has been answered, the next 

command RCCMD ïs may be executed, etc. 

When you have finished the edition of the bat files, click the ñInstallò button. 
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Figure 20 Client Installation successful Window 

RCCMD is now  running as Service with automatic startup. To configure the automatic 

start of RCCMD use administrative rights and control panel, service to change the 

settings. 

IMPORTANT: RCCMD as service w ith local desktop interactions is permitted to execute 

local shutdowns ï for this action no user rights ï except administrative rights ï are 

required. But for any user specif ic actions, e. g. starting a net send message or any other 

command ï the RCCMD may need extra rights! These rights have to configured in the 

Control panel, services. 

Sending of a message to all RCCMD clients  

To send a message to all RCCMD clients, please use the follow ing syntax: 

rccmd ïse ñMSG_TEXT ups_says_hello_worldò ïa 192.9.200.255 

The RCCMD client, w hich should receive this message, need to get the entry of the ip-

address of the RCCMD sender or rather the list should be empty. The CS121 is  not able 

to send UDP broadcasts, so you have to enter the above mentioned syntax into the 

RCCMD client. The client w ill operate as relay station and will forward the message. It is 

no problem to send the message from a Windows-, UNIX- or MAC OS RCCMD sender. 
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3.2 Older Installation of RCCMD 

Prior of the start, please make sure that you have full administrator rights in order to 

complete the installation. 

Step 1: Put the CD into the CD-ROM drive of your 

computer or download the software into a specif ic 

directory. 

Step 2: Please execute the installation program 

setup.exe in order to copy the f iles to your system 

and chose a desired setup language.  

Step 3: Please enter your license key an choose your 

corresponding Windows OS from the list. The 

used license determines, which module can be 

installed.  

 

Attention: If you enter a wrong license number at this stage, the RCCMD 
client software will be set to a 30 day trial version. Please 

contact your UPS dealer for the full, correct license if it was not 
with the original CD-ROM.  

 

Figure 21 Enter your License Key 
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You need a special license key for your RCCMD software. You can identify the key with 

the ñRX3ò in the f irst part of the license key. Most of the times you need to order the key 

separately.  

Step 4: Select the RCCMD Setup Type. ñCompleteò 

means, that all programm features w ill be 

installed. ñCustomò is for advanced users only. 

 

Figure 22 RCCMD Setup Type 

After you have accepted the agreements and finished the ñInstall Shield Wizardò, you will 

see the client installation w indow.  

 

Figure 23 Client Installation Window 

Please take a look on page 11, step 4 for further configuration. 
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3.3 Settings of the Authorization of the RCCMD Service  

This function is used for the commitment of the user authorization of the UPSMAN service, 

which exceeds the system shutdown, e.g. execution of batch f iles, script f iles etc. 

Open the menu of the properties window for the RCCMD service (via control panel, 

administration and services). 

 

Figure 24 RCCMD Properties Window 

Click the ñLog Onò button on the upper left side.  
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Figure 25 RCCMD Properties Log On Window 

Check the ñThis accountò ring and delete the passwords  and click the ñBrowseéò 

button. 

 

Figure 26 RCCMD Properties Password Confirmation 
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Figure 27 Select User Window 

Click the ñ(examples)ò button to select the object name. 

 

Figure 28 Selection of the Object Name 
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Figure 29 Administrator Selection 

Click the ñOkò button and enter the new password twice. 

 

Figure 30 Administrator Password Confirmation 
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Figure 31 Service Right Info Window 

3.4 Installation of RCCMD with Redundancy (from RCCMD V3) 

Redundancy is the multiplication of critical components of a system w ith the intention of 

increasing the reliability of a system. In many safety-critical-systems, some parts of the 

control system may be triplicated. An error in one component may then be out-voted by 

the other two. In a triply redundant system, the system allotted three sub components, 

which must fail all prior the system fails. Since each one rarely fails, and the sub 

components  are expected to fail independently, the probability of all three failing is 

calculated to be extremely small.  

At UPS installation RCCMD offers redundancy management functionality as follows: 

Every UPS must be equipped w ith a CS121 or UPSMAN software computer. When ticking 

the box ñuse RCCMD group/redundancyò ï you are guided to a menue where you can 

choose which CS121 /UPSMAN are supplying this RCCMD client. E. g. if  4 

CS121/UPSMAN are installed into 4 UPS ï than each may send a shutdown signal to this 

RCCMD client.  

 

Figure 32 Client Installation RCCMD Redundancy 

Click the ñNextò button. 
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Figure 33 Client Installation RCCMD Redundancy Configuration 

The redundancy level defines how many shutdown signals are required to execute the 

shutdown.bat f ile. As long as this number is not exceeded, the RCCMD client w ill react on 

such a shutdown signal only with a messagebox   ñExecute command when redundancy 

suppresses a shutdownò box. This will show a message to inform the user that there has 

been a shutdown signal from one of the UPS in the group, but since all other UPS are still 

reading OK ï or did not yet send any shutdown, the shutdown is suppressed. 3 shutdown 

signals would create messages in the above example (redundancy level 3)  only, just the 

4th signal would initiate the shutdown.    

ATTENTION: RCCMD checks the presence of the other group members, prior of the 

sending of the shutdown-suppressed message! Are the members not reachable, e. g. 

because of a lost network connection, RCCMD w ill send the shutdown signal immediately! 

Content of this messagebox f ile  ñShutdownSuppressed.batò:  

@echo off 

start /b msg.exe -c:3 

 "Attention ! RCCMD Shutdown Signal received. Execution suppressed because of 

redundancy configuration. Please verify the status of the redundant UPS before you 

continue to work. NOTE: If the RCCMD shutdown sender problem has been solved, 

please stop/restart RCCMD service to reset the system. If you do not restart RCCMD 

service the shutdown is still pending and will be activate d if another RCCMD signal 

arrives !"  

 

When this message box appears the RCCMD client is waiting for more shutdown signals 

to come until the redundancy level is reached. If this is the case (in the 0065ample above 
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3 shutdown signals must be send ï than the 4tzh signal triggers the shutdown) ï than 

f inally the shutdown.bat f ile is executed an this RCCMD clients goes down.  

Attention: If the shutdown is suppressed, and the problem on the UPS side is solved, you 

MUST NOT forget to restart the RCCMD service to reset the alarm situation ! If  you forget 

to restart RCCMD the software w ill remember the alarm situation so that in case another 

signal is send, an immediate shutdown is started. So please restart RCCMD (or your 

computer) after the UPS problem has been solved.  

3.4.1 Automatic Reset of the Redundancy Alarm 

You can use the function ĂSend RCCMD cancel shutdownñ, to discard a previously sent 

shutdown automatically. If  a shutdown was suppressed, because of the existing 

redundancy at this point of time, but the problem w as solved at the UPS intermediate, you 

can reset the shutdown with the function ĂSend RCCMD cancel shutdownñ. The client, 

which received the shutdown, will be encouraged to reset it.  

This command can be set individually into your CS121, UPSMAN or BACS 

WEBMANAGER Events/Alarms configuration, but makes sense only, if  the event, which 

will send the command, is true, if  the UPS is back in normal condition. For this the events 

ĂPOWER RESTOREDñ, ĂBATTERY LOW OFFñ, ĂUPSMAN STARTEDñ and ĂGENERAL 

ALARM OFFñ are suitable, if they are provided from your UPS into the CS121. The job 

ĂSend RCCMD cancel shutdownñ would be set into these all-clear events, so that e. g. at 

restart of the UPS, the event ĂUPSMAN STARTEDñ would reset the accordant RCCMD 

client automatically. 

Alternative: Should the job ĂSend RCCMD cancel shutdownñ not be present into your 

CS121, UPSMAN or BACS WEBMANAGER, you can use the job ĂSend RCCMD 

shutdown to remote clientñ or rather ĂSend RCCMD execute to remote clientñ alternatively.  

The parameter ĂWAKEUPñ got the same function like the ĂSend RCCMD cancel 

shutdownñ and resets the redundancy alarm of a RCCMD Client into initial state. For this 

the events ĂPOWER RESTOREDñ, ĂBATTERY LOW OFFñ, ĂUPSMAN STARTEDñ and 

ĂGENERAL ALARM OFFñ are suitable too, to configure the function ĂSend RCCMD 

command to remote clientñ with the ĂWAKEUPñ command.    

 

Figure 34 CS121 Configuration ñWAKEUPò Command 
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Click into the CS121 menu ñEvents/Alarmsò onto ñPower restoredò and add a new job. 

Select the function ñSend RCCMD command to remote clientò, set the accordant IP 

address of the RCCMD client and enter the command ñWAKEUPò.  

 

Figure 35 UPSMAN Configuration ñWAKEUPò Command 

Click into the UPSMAN configuration the buttons ñAdvanced Usersò, ñEventsò, ñPower 

restoredò and ñInsertò. Add the function ñSend RCCMD execute to remote clientò, set the 

accordant IP address of the RCCMD client and enter the command ñWAKEUPò. 

 

Figure 36 ñWAKEUPò Command into RCCMD Log File 

Advice: The restart of the RCCMD service is a third opportunity to reset 
the redundancy alarm. 
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3.5 RCCMD Client as Relay Station  

In order to reach a bigger number of RCCMD receivers, one RCCMD client needs to be 

operated as relay station. The receiver will be configured so that it w ill receive a RCCMD 

signal and this signal w ill be used to start a batch f ile, w hich then starts even more 

RCCMD sender signals. This w orkstation is then sender and receiver at the same time 

and is therefore an important link in the UPS monitoring chain. Generally the usage of a 

RCCMD client as a relay station makes the management of several 100 RCCMD clients 

far easier than configuring this via the Web-interface of the CS121. Additionally, all Web-

browser event configurations have a certain limitation so that it is required to use the relay 

function, if  the number of jobs exceed 50 per event at the CS121 HW 131, at older CS121 

adapters even earlier. 

See the following script, which lets the RCCMD-client act as relay station: 

 

Figure 37 Example: Batch File RCCMD act as Relay Station 

ñstartò is a Windows batch command to start the program call in several instances. This 

allow s to execute programs simoultanously and speeds up the shutdown process. Please 

note that ñstartò is not supported in all Windows versions and it should be tested before 

using.  

The RCCMD Version 4.0.1.0 or higher provides a grafical configuration of the RCCMD 

relay function.   

Click the ñConfigureéò button. 
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Figure 38 RCCMD Client Shutdown Configuration 

Tag the ñRCCMD shutdown relayò into the ñAvailable Commandsò window and click the ñ>ò 

button, to add this function into the ñCurrent Sequenceò. 

 

Figure 39 RCCMD Shutdow n Relay 

The follow ing panel will appear, in which you can enter the desired IP address range. 














































































































































































































