Version: 2012-06-01

RCCMD 1 Multiple Server Shutdown
Software

User manual



Version: 2012-06-01

Copyright Statement for Intellectual Property and Confidential Information

The information contained in this manual is non-conditional and may be changed w ithout
due notice. Although Generex has attempted to provide accurate information w ithin this
document, Generex assumes no responsibility for the accuracy of this information.

Generex shall not be liable for any indirect, special, consequential, or accidental damage
including, w ithout limitations, lost profits or revenues, costs of replacement goods, loss or
damage to data arising out of the use of this document

Generex the manufacturer of the BACS products undertakes no obligations with this
information. The products that are described in this brochure are given on the sole basis of
information to its channel partners for themto have a better understanding of the Generex
products.

Generex allows its channel partners to transfer information contained in this document to
third persons, either staff within their own Company or their own customers, either
electronically or mechanically, or by photocopies or similar means. Generex states that the
content must not be altered or adapted in any way without written permission from
Generex.

It is agreed that all rights, title and
(whether or not registered) or goodwill from time to time of Generex or in any intellectual
property right including w ithout limitation any copyright, patents relating to the Products,
shall remain the exclusive property of Generex.

Generex will undertake to deal promptly with any complaints about the content of this
document. Comments or complaints about the document should be addressed to Generex
Systems GmbH.

Copyright of the European Union is effective (Copyright EU).
Copyright (c) 1995-2012 GENEREX GmbH, Hamburg, Germany. All rights reserved.

nter



Revision History Date
-001 First Release. 10/2008
011 Update: Functio 0 Sendi ng of a 10/2008

RCCMD clientso
-012 Added: RCCMD on Citrix XEN Server 11/2008
-013 RCCMD with SSL 12/2008
014 Update: UNIX multiple sender configuration 01/2009
-015 Added: Alternative SSL configuration 02/2009
-016 Added: Symix for switching outputs 03/2009
017 Added: RCCMD Client as relay station 03/2009
-018 Update: Installation of RCCMD 06/2009
-019 Update: RCCMD InstallAnywhere Installation 07/2009
-020 Added: Silent Installati&kéindows 08/2009
-021 Added: GraficdRCCMD relay configuration 08/2009
-022 Added: Combined RCCMD Silent Installation ani 10/2009
Configuration
-023 Added: Silent Installation UNIX 11/2009
024 Added: Console Installation UNIX 11/2009
-025 Added: RCCMD on ESXi Server 4.x 11/2009
026 Added: Know How Pool 11/2009
-027 Added: Automatic Reset of the Redundancy Alar 01/2010
-028 Added: Grafical RCCMi2lay configuration 03/2010
UNIX/MAC
-029 Added: Configuration on Windows 2008 Server ( 07/2010
x64
030 Added: RCCMD FAQ 08/2010
-031 Added: RCCMD on ESXi 4.1 with vMA 4.1 11/2010
-032 Added: RCCMD Tray Description 06/2011
033 Added: Raritan Dominion PDU Configuration 09/2011
034 Added: RCCMD on ESXi 5 10/2011
035 Added: RCCMD Weblnterface 04/2012




Table of contents

1. What is the RCCMD Software?
2. Network Shutdown with RCCMD
3. Installation / Configuration of RCCMD for Windows

3.1 Installation of RCCMD

3.1.1 Silent Installation of the RCCMD Installation
3.1.2 RCCMD Silent Installation and Takeover of own Configuration
3.2 Testing of the Shutdown.Bat File

3.2 Older Installation of RCCMD

3.3 Settings of the Authorization of the RCCMD Service
3.4 Installation of RCCMD with Redundancy (from RCCMD V3)
3.4.1 Automatic Reset of the Redundancy Alarm

3.5 RCCMD Client as Relay Station

3.6 RCCMD on Windows 95/98

3.7 RCCMD for Windows NT/2000/XP/2003/2008

3.8 RCCMD for Windows 2008 Server Core x64

3.9 RCCMD with SSL for Windows

3.9.1 RCCMD with own SSL certificates

3.10 Testing the RCCMD connection

3.10.1 Testing the RCCMD 2 connection

4. RCCMD Weblnterface (from version 4.0.1.9)

4.1 RCCMD Webinterface Remote Access

5.RCCMD on NovellNetWare

6. RCCMD on UNIX (with graphical interface)

6.1 RCCMD with Redundancy (from RCCMD V3)

6.2 Silent Installation of the RCCMD Installation

6.3 Console Installation of the RCCMD Installation

6.4 UNIX RCCMD Configuration With CURSES Library
6.5 RCCMD Client as Relay Station

6.6 RCCMD with SSL for UNIX

6.6.1 RCCMD with own SSL certificates

7. RCCMD Weblnterface (from Version 4.2.0.0)

7.1 RCCMD Webinterface Remote Access

8. RCCMD on DEC VMS

9. RCCMD on MACOS 9

10. RCCMDon MAC OS 10.X

11. RCCMD on Citrix XEN Server

12.RCCMDon VMware

12.1. RCCMD on VMware ESX

12.2 RCCMD on VMware ESXi4.x 1 5.x

13. RCCMD AS400-Client

14. RCCMD FAQ

Appendix

A OpenSSL

~N N ool

19
19
20
22
24
28
30
32
35
36
37
38
44
45
46
47
55
56
60
68
69
70
73
86
88
92
93
100
100
103
107
114
116
116
118
127
127
131
131



B Syntax for the switching of the outputs 131

C Know How Pool 132
D RARITAN Dominion PDU Configuration 132
E Figures 135

1. What is the RCCMD Software?

RCCMD is a network client software, which enables to receive shutdowns or messages
from UPS servers like UPSMAN UPS Softw are, CS121 SNMP Adapters or any other kind
of RCCMD capable network-cards of other licenzed partners. RCCMD is the
successfulliest multiple server shutdown and messaging tool in the entire UPS w orld.

2. Network Shutdown with RCCMD

The program RCCMD is designed to execute acommand on a remote systemin a TCP/IP
network. RCCMD w orks like the Remote Shell (RSH) know n in the Unix environment.
Inside the UPS-Management Software RCCMD is used to shutdown several servers that
are all pow ered by a single UPS. For this job, one of these computers is configured as
UPS-master server.

Install the UPS-Manage ment Software UPSMAN on your UPS server and connect it to the
UPS. Alternatively, a SNMP adapter CS-111 or CS-121 can be used for this as well. The
other servers are only connected to the UPS pow er supply, no RS-232 connection is
necessary. On these remote systems, install RCCMD (copy the modules) and create a
shutdown routine for every system. This shutdow n routine may be a batch file, shell script
or ncf-file, that contains the down and other commands for this system. After that, add
RCCMD to the shutdown job or to the EVENT configuration of the computer running as
UPS master server.

So now you have a computer in your server network supervising the UPS. The other
servers execute RCCMD and w ait for the RCCMD signal of the UPS server. If a power
failure forces the master computer to shutdovn the server-network, the shutdowvn-job of
the UPS-server will start RCCMD. RCCMD now sends the RCCMD-signal to all computers
in its list. The computers receive this signal and the installed RCCMD will execute the
programmed command.

Please note that it is required to install RCCMD in tw o different operating ways:

1. as asending process on the UPS-server,
(RCCMDii s) (send)

2. as a receiving process (background-process) on the receiving computers.
(RCCMDT ) (listen)

In contrast to the RSH, RCCMD does not include the command that is to be executed in
the sending process, but instead deposits the command w ith the receiving process. This



provides a security advantage in comparison to the RSH. Furthermore the receiving
process may check, w hich computer sends the RCCMD-signal and determines w hether to
accept it or not.

o Attention: If aname resolution is achieved via DNS, please always use the

IP-address (and not the computer name) for a network

shutdown with RCCMD. In case the DNS is not available, the

netvork shutdown will not work, if thismethod is not used.

RCCMD Version 2 or higher

The extended Version of RCCMD is also able to execute commands on remote
computers, execute the shutdown batch in the same TCP/IP port 6003, execute an e-mail
batch, enable log file entries etc. The RCCMD 2 sender (UPSMAN or CS121 SNMP
adapter) sends the corresponding RCCMD signal and the RCCMD 2 client starts the
corresponding batch file, which lead to the execution of the net send message.

The initial command w ill alw ays come fromthe UPSMAN or CS121 where as the
execution w ill always be on the RCCMD client side.

Example: The CS121 should send a net send (network message) to a Windows NT

network. The CS121 canbe programmeds o t hat during the event

mess a g e 0 endl The tdxteof the message is configurable by the user.

Upon on receiving the message by the RCCMD 2 client, the client is starting a batch file
and sends the net send message. Sender of the messagew ill be the client and initiator is
the UPSMAN or CS121.

This way it is possible to send messages, e-mail etc. in the different neworks and
operating systems, initiated by an UPS alarm.
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Send Email +

Net send
message +
Shutdown !
Shutdown ! .
Shutdown !
RCCMD 2 client RCCMD 2 client RCCMD 1 client
NOVELL Server Windows Server Novell[Server

UPSMAN Server +
RCCMD 2 Sender

i
Firewall Firewall

Cs 121
UPSMAN Server

o o

0s/2 UNIX Server + RCCMD 2 Sender
RCCMD 1 client RCCMD 2 client
Shutdown ! Shutdown !

Figure 1 RCCMD and UPSMAN in a netw ork environment
3. Installation / Configuration of RCCMD for Windows

3.1 Installation of RCCMD

Prior of the start, please make sure that you have full administrator rights in order to
complete the installation.

Step 1: Put the CD into the CD-ROM drive of your
computer or dovnload the softvare into a specific
directory.

Step 2: Please execute the installation program

instal RCCMD.exe in order to copy the files to
your system and chose a desired setup
language.



InstallAnywhere will guide you through the installation of
RCCMD-Client.

Itis strongly recommended that you quit all programs before
continuing with this installation.

Click the 'Next' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel"
button.

Installer version: 69

Figure 2 Introduction

In the next menue you can see the progress columnwhere the next steps are visible. Click
the ANEXTO button to continue.

Enter your license key

RCCMD Client License Key

Enter license key: 12SHARX3-

Usually the license key is located on the installation booklet, or on
alabel on the reverse side of the CD sleeve.

Figure 3 License Key Entry

Step 3:

o Attention:

Please enter your license key an choose your
corresponding Windows OS from the list. The
used license determines, which module can be
installed.

If youenter a wrong license num bethig stage, the RCCMD
clientsoftware will be setto a 30day trial version. Please
contact your UPS dealer for the full, correct license if it was not
with the original CROM.



You need a special license key for your RCCMD software. You can identify the key with
the A R X 3nahe frst part of the license key. Most of the times you need to order the key
separately.

LiEi

License Agreement

¥ Introduction Installation and Use of RCCMD Requires Acceptance of the

< Lice . ren F ing License Agr

N
Copyright

The information contained in the manual of this
product is nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no obligations with this
information. The software

described in this brochure is giwven on the basis
of a license contract
and an ohligation to secrecy (i.e. an obligation j

= 1do NOT accept the terms of the License Agreement

Cancel Previous

Figure 4 License Agreement

Read and confirm the |license agreement and con

Where Would You Like to Install?
C:\Program Files\RCCMD

[ Restore Default Foider | [ choose...

Figure 5 Install Folder Selection

In the next window enter the path where you want to install the software. Default is the
subdirect ory ntRPRCOGMDe program files folder onto



o Attention: If youwant to execute a program or a batehaith RCCMD, it
is required that this program or batch file is located into the
RCCMD installation der \RCCMD( No t into oPro
fileSRCCMD like defadt)a search pathis set on the folder.

It will be signalized Into the next windaw, that firewall exceptions will be created for the
RCCMD.exe, the RCCMDTray.exe and the RCCMD Weblf (java.exe).

Firewall Exceptions will be added for:
RCCMD.exe

RCCMDTray.exe

RCCMD YWehlf (java.exe)

Figure 6 Firew all Exceptions

The RCCMD tray provides the appearance of the RCCMD message box as pop-up into
the foreground. If you do notwant to receive messages from the RCCMD, please close
the RCCMD tray via the context menu. To disable the RCCMD tray permanently, youcan
disable it into the RCCMD configuration.

The RCCMD tray appears into the taskbar.

The red point means, that the RCCMD service is not started or rather a problem has
occured (powerfailure, communication lost). Green means, that the UPS status is okay.

RCCMD-Tray |
12:45
10.06.2011

LW

Figure 7 RCCMD Tray

In next menu you can choose to create a new program group (default) or to choose icons
elsewhere or not at all.
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Where would you like to create product icons?

% Inanew Program Group: IRCCMD

= In an existing Program Group: IRCCMD
" Inthe Start Menu

= On the Deskkop

" Inthe Quick Launch Bar

" Other: Choose... |

" Don't create icons

¥ Create Icons For All Users

Cancel Previous

Figure 8 Shortcut Folder Selection

In the next menu you see an overview of your
to begin.
-0 x|
Pre-Installation Summary
" Introduction Please Review the Following Before Continuing:
Product Name:
RCCWD
Install Folder:
CHRCCNMD
Shortcut Folder:
CrDolumente und
Einstellungenteril\StartmeniProgrammeRCCIVD
Disk Space Information (for Installation Target):
Feguired: 93.332.734 bytes
Available: 12,805,840 088 bytes
Figure 9 Summary
o Attention: In the following we are describing the RCCMD configuration of

the Wi ndows t pwhich waRdelivarel unilt

04/2012. All functions are equal to the newer RCCMD

11
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Weblinterface version, which is delivered since 052012 (see
chapter 4). Thedetailed functions of RCCMD are user interface
independent and will be described for the older RCCMD

version.

RCCHMD 4 - The world most successful Shutdawn and Messaging Client
for all operating zystems and parallel redundant UPS and powersupplies
with S5L.

Thiz RCCMD wizzard configures your computer as an RCCMD client.
Before vou gtart make sure that you have enough RCCMD license keps for
your installations. Every RCCMD client requires a unique license key, any
irealid or double used RCCMD keys will dizable an RCCMD process. Don't
uze RCCMD keycodes more than once |

You will be requested to enter |P adresses of valid RCCMD senders for thiz
client. RCCMD senders are UPSMAM software, C5121 network managers
or any RCCMD licensed SHMP manager from other vendors. S pecifiy
which RCCMD sender iz permitted to execute actions on your RCCHD
client. If you dao nat enter any 1P hostname, ahy RCCMD sender will have
permizzion to execute RCCMD calls.

(* Install RCCMD client
™ Urinstall RCCMD

UPSMAH

Licensekey: |‘I 25HARK3

RCCMD ver. 4016

| Mext > | Cancel

Figure 10 Client Installation

Click the ANextfi button.
Eﬂ - x

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client (no entry means:every server).

‘ ‘ Add Address .
[ sanipddiess
dress ...

Enter an IP address (far example 192.33.44.55); :

tings

v anced

tings like P

jind, port

oK, ] [ Cancel ] use the
s

Configure

RCCMD wer. 4.01.7

Figure 11 Add IP-Address Window
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Step 4:

o Attention:

RCCMD wer. 401.7

Add the IP address of the RCCMD server,which is
allow ed tosend ashutdown to this client.

If you do not enter an address, theergwerver has the
permission to send a shutdown commadhdore than one
CS12lor rather UPSMAN is existent, thus a redundancy
situation, you need to enter more than one address as
authorized sender.

Advanced network settings l &3 ,|

W

IP address and part:

IPtabindta:  127.00.1
on Part: BO03
550

[T Use secure connection [S5L)

Accept expired certificates

allowed to send a
BN EVENY SErver).

Add Address ..
Delete Address
Edit Address ...

etwark. settings

Configure advanced
etwork gettings like |P
Bddress to bind, part
and S5L or use the
Hefault values.

Configure ...

Meszage

Port for messages: 961

[ Cancel ] [ 0k I
I < Back ]I Mext » J -

Figure 12 Advanced Netw ork Settings

Step 5:

13

If youwant to use the secure connection (SSL),
Bu@an arfd ¢checkithee é ©

click
ASSLO
messages.

Cancel

t he

box and

you

can

change



UPSMAM alive checking
Enable connection check
[T Use RCCMD Traps
Polling rate: i}
100

Connect retries:

Execute at failure:
C:%Program Files\RCCMDalive. bat

Test connectionz] ...

8

UPSMAHN

[ Browse ...

]

[ Defaul satiing | [ Editfie

RCCMD ver. 4.01.7

RCCMD Redundancy

[T Use RCCMD groupdredundancy

Audible settings
(") Beepoff () Beep endless

@ Beep 5 times [1 to 9)

[ < Back ][ Mest » ]

Cancel

Figure 13 UPSMAN Alive Checking / Redundancy Window

Step 6:

The function

i Us e

If youwant to use the UPSMAN alive checking
(recommended), check the
c h e ¢ k AAliveaheck is a signal, send out to
the UPSMAN or CS121 on port 5769 to check if
the UPSMAN has still UPS data i or not. If this
fails, the scripffile alive.batw ill be executed which
causes a messagbox coming up. The polling rate
(default 30 min.) defines the polling of the
UPSMAN service, connectretries (default 5)
means after 5 unsuccessful connection tries an
alarmw ill be triggered.

RCCMD Tr apso

the UPS status as a trap message. If activated itwill display a local message when the
UPS status of the UPSMAN/RCCMD server changes.

AEnabl e

enabl emow UPS MA N/

If you click the ATest connection(s)éd button,

IP addresses will start (port 5769 will be tested).

You can define the AAudible Settingso as follo
- Beep off

- Beependless

- Beep amount (1 to 9)

14



If you click the ABrowse...A button, you will.l

28 Client installation (== %]
) £ Moo bd leuakile aine: A1 Kh e |og
:;2 Client shutdown batch file
Look i | 1) RCCMD | cf B —
MNarne ‘ Date modified i
inst_cfyg 08.08.2011 12:12 = F
jre 08.08.2011 12:12 -
manual 08.08.2011 12:12
Uninstall_RCCHD-Client 08.08.2011 12:12 g
[E] alive 11.04,2003 09:19 -
4 | 1 r
Files of type: |Balch files j Cancel
™ Open as read-only g

RCCMD ver. 40.1.6

< Back | Install | Cancel

Figure 14 Client Check Connection Batch File Window

If you click the ADe fgatbackto tseadfaulibatchfiie (dive.bat).on, y oL

At the failure of the UPSMAN alive checking, you can define an executing file or edit the
default file felive.bata (file contents as follows)

@echo off

rem **"messagetext” %1 == ip-address, %2 == date, %3 ==time *** "title" -c
counter for beeps

start /b msg.exe "Check Upsman %l failed (%2, %3)" "ATTENTION RCCMD:" -c:1

Click the fAiNextod button.

15



UPSHAN alive checking

UPSMAN connections ‘ - 29 _l-@

UPSHAN address  Alive result
192168.222.201  Successfuly connected ta UPSMAN

Edit file:

T

| Beep endless

times [1 to 9]

RCCMD wer. 40.1.7

Figure 15 Check UPSMAN Connections Window

Step 7: You can configure the log file size and edit the
executing bat files in this installation w indow .

Logfile-configuration:  Max. logfile-size: 912 Kb

Execute at mail signal from RCCMD server:
C:A\Program FileshRCCMD4mail bat
[ Corfiguwe.. | [ Edit file ]
Execute at meszage signal from RCCMD server:
C:%Program Files\RCCMD\message. bat

E dit file

Execute at execute zsignal from RCCMD server:
C:A\Program Filesh\RCCHDexecute, bat

E dit file

Execute at shutdown signal from RCCMD server:
C:A\Program FileshRCCMD4shutdown bat

[ Browse ... ] [ Configure ... ] [ Edit file ]

RCCMD ver. 4017

[ < Back ][ Inztall ]

Figure 16 Configure / Edit Bat Files
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B rcomd.log - Editor

Datei Bearbefen Fomat Ansicht 7

09/10/2008,03:10:17, RCCMD: UPSMAM/RCCMD Evaluation version - testing purpose only, this software will stop working in 30 days.
09/10/2008,03:10:17, RCCMD: RevThreadudp started

09/10/2008,03:10:17, RCCMD: RCCMD Listen Mode started.
09/10/2008,08:46:37, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,08:52:33, RCCMD: Broadcast-Message from 192.168.202.92 received
09/10/2008,09:08:15, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,10:15:24, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,13:26:54, RCCMD: RevThreadudp stopped

09/10/2008,13:26:54, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:01, RCCMD: RevThreadudp started

09/10/2008,13:27:01, RCcMD: SendThreadCheckUpsman started
09/10/2008,13:27:01, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:28, RCCMD: RevThreadudp stopped

09/10/2008,13:27:28, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:28, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,13:27:32, RCCMD: SendThreadCheckUpsman started
09/10/2008,13:27:32, RCCMD: RevThreadudp started

09/10/2008,13:27:32, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,16:05:05, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,16:38:32, RCoMD: RevThreadudp stopped

09/10/2008,16:38:33, RCCMD: RCCMD Listen Mode stopped

09/10/2008,16:38:13, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,16:38:18, RCCMD: SendThreadCheckUpsman started
09/10/2008,16:38: 38, RCCMD: RevThreadudp started

09/10/2008,16:38: 38, RCCMD: RCCMD Listen Mode started.

Figure 17 RCCMD Log File

Y ou can configure the shutdown sequence:

I File: C:\Pragram Files\RCCMD \shutdawn.bat :]

Available Commands Current Sequence

Log off user - Shut down windows

Pover off ‘indows j

Restart Windows

n

Hibernate ‘windows 1 s L

Suzpend Windows

(it Lotus Motes = j

CQuit Siemens SIMATIC
Quit Applications 7
« e b

Description of Add custom application

‘Shut down Windows'

Ends vour session and shuts down 'Windows so that you can safely turn off pawer. j

£

RCCHL [ Cancel ] [ oK ]

Figure 18 RCCMD Shutdow n Sequence Configuration

The follow ing commands are available for the shutdovn sequence configuration:
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o ATTENTION: The shutdown sequence will be executed from top to
down. The fAShutdown Windowsod command shoul d be
the execution of the shutdown, no other commands will be executed.

Log off user: Ends your session, leaving the workstation on full power.

Hibernate Windows: Hibernates your session, the content of the RAMw ill be written on
hard disk.

Power off Windows: Ends your session, shuts down Windows and turns off the power.
Restart Windows: Ends your session, shuts dovn Windows and restarts Windows.

Suspend Windows: Suspends your session, the content of the RAMw ill NOT be written
on hard disk.

Quit Lotus Notes: Closes Lotus Notes prior of the shutdown of Windows. Please
configure a AiWaito delay after this command.

Quit Siemens SIMATIC: Closes WIN CC Database prior of the shutdown of Windows.
Pl ease configure a AWaito delay after this con

Quit applications: Closes all applications prior of the shutdowvn of Windows.

Wait s ome s Waitanddratién:in seconds until the next command will be
executed.

RCCMD shutdown relay: Relays RCCMD shutdown command to another workstation.
Enter the IP address or the hostname of the remote station youwant to shutdow n.

Shut down Windows: Ends your session and shuts down Windows, so thatyou can
safely turn off the power.

The default shutdown.bat content s as follows:

rem created by setup

@echo off

set path=C:\WINDOWS\;C:\WINDOWS\s ystem 32\;C:\Program Files\RCCMD\
ExitWin.exe shutdown force

@cls

18



3.1.1 Silent Installation of the RCCMD Installation

The RCCMD Softw are provides a silent installation, but it is required to enter some
settings intBr ¢per flisdis i® lachtédént the CD folder
\Rccmd\Windows\12.

Figure 19Cont ent of the Ainstaller.propertieso

It is required to remove the hash mark prior of the variable INSTALLER Ul=silent . In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.

3.1.2 RCCMD Silent Installation and Takeover of own Configuration

Af ter you have finished the ediptssidenocedte t he fAi n
an own RCCMD configuration aneqliredtoexéstdtieent 0 i ns
RCCMD configuration manually once. Then export this configuration out of the registry

into a file as follows:

e Click the right mouse button on AParamet el
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Services\rccmd, select
i Ex p or daxe thafftewiththename Arccmd. rego as AW N95/ |
Registration Fileo.

e Store the file firccmd. reg0 Fiinstallerpackete dir ec
is located.
¢ Open the file Arccmd.rego with an editor

contains the license key.

19



e  Create a new Windows batchfile (*.bat) with an editor, e. g. with the name
Alnstal AndConf i gRCCMD. bato, which should |

@echo off

clis

echo *** Installation of RCCMD, please wait... ***
installRCCMD.exe

echo *** TImporting RCCMD configuration file ***
regedit.exe -s rccmd.reg

echo Ready

¢ Now you canstart a combined RCCMD silent installation and configuration via
executing of your Windows batchf i | e filnét gRCAMDODChbat 0.

3.2 Testing of the Shutdown.Bat File

We recommend to test the edited shutdown.bat file.  The shutdown program
EXITWIN.EXE is predefined. Just enter Exitw in.exe -? in the RCCMD directory for syntax
help for this shutdonvn tool. You may use also your own shutdown tool or any other which
we provide w ith this software.

o ATTENTION: If your configuration works fine in the DEBUG mode, does not
necessaryly mean that it works also with the RCCMD as NT service. Please ensure that the RCCMD as
service las been started in a user account with administrative rights, otherwise it may happen that
only norrestrictive programs may be executed (like notepad.exe) but no Shutdown. (This will result in
the NT error message 06Adrpgras hasih takt startedPrnoteanbee g e s
seen in Taskmanager window (ALT+CTRL+DEL), because a service does not a started program in the
current user session due to Aareractive transaction with the desktop

The full command syntax for the NT consol for RCCMD in <Listen mode>:
rccmd [i debug] -1 [-a IP adress] [i h hostname] [-p port] "command"”

The command can be either a program or a path for another batchfile on this w orkstation.
The command file should be given with full path. The -p port option can be included if you
want to start RCCMD more than once at a single workstation to proceed different
commands for different events. The default port number is 6003, use any other availabe
port number for different RCCMD commands.

RCCMD in the send mode:
rccmd [i debug] -s [-a IP adress] [-h hostname] [-p port]

This command is regularly used in the batchfile of the sender (shutdown.bat) and sends a
"ping" to the computers | P adress or hostname.
command RCCMD i s may be executed, efc.

When you have finished the edition of the bat
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R oo R = ==
Logfile-configuration:  Max logile-size: 512 Kb

Execute at mail signal fram RCCMD server:
C:\Program Files'A CCMDsmail bat

RCCMD [ s | ( Eaie ]

Edit file

Edit il

C:%Program Files\RCCMD\shutdown bat

[ Browse ... ] [ Configuie ... ] Edit file ]

RCCMD wer. 4.0.1.7

Figure 20 Client Installation successful Window

RCCMD is now running as Service with automatic startup. To configure the automatic
start of RCCMD use administrative rights and control panel, service to change the
settings.

IMPORTANT: RCCMD as servicew ith local desktop interactions is permitted to execute
local shutdowns i for this action no user rights i except administrative rights i are
required. Butfor any user specffic actions, e. g. starting a net send message or any other
command i the RCCMD may need extrarights! These rights have to configured in the
Control panel, services.

Sending of a message to all RCCMD clients

To send a message to all RCCMD clients, please use the follow ing syntax:

rccmdise AMSG_TEXT ups _siay92.9.20@25% o _wor | do
The RCCMD client, w hich should receive this message, need to get the entry of the ip-
address of the RCCMD sender or rather the list should be empty. The CS121 is not able
to send UDP broadcasts, soyou have to enter the above mentioned syntax into the

RCCMD client. The clientw ill operate as relay station and will forward the message. It is
no problemto send the message from a Windows-, UNIX- or MAC OS RCCMD sender.
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3.2 Older Installation of RCCMD

Prior of the start, please make sure that you have full administrator rights in order to

complete the installation.

Step 1:
Step 2:

Step 3:

o Attention:

RCCMD-License:

Rcemd - InstallShield Wizard

Put the CD into the CD-ROM drive of your
computer or dovnload the softvare into a specific
directory.

Please execute the installation program
setup.exe in order to copy the files to your system
and chose a desired setup language.

Please enter your license key an choose your
corresponding Windows OS from the list. The
used license determines, which module can be
installed.

If you enter a wrong license number at this stage, the RCCMD
client software will be setto a 30day tial version. Please
contact your UPS dealer for the full, correct license if it was not
with the oiginal CEROM.

Pleaze enter your license-key:

Key: [12SHARX3

[ < Back H Mext = l’ Cancel

Figure 21 Enter your License Key
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You need a special license key for your RCCMD software. You can identify the key with
the A R X 3nahe frst part of the license key. Most of the times you need to order the key
separately.

Step 4: Select the RCCMD Setup Type. @
means, that all programm featureswi ill be
installed. A Cust omd is for advanced

Reemd - InstallShield Wizard

Setup Type

Select the zetup type to install. |

Please select a setup type.

(%) Complete
@ Al program features will be installed. [Requires the most disk space.)

() Custom

Select which program features you want installed. Fecaommended far
advanced users.

[ < Back " Mext > ][ Cancel

Figure 22 RCCMD Setup Type

Af ter you have accepted the agreements and f in
see the client installation w indow.

E Client installation,

RCCHMD 4 - Shutdowin and Messaging Client for all operating systems and
parallel redundant UPS and powersupplies with S5L.

Thiz RCCMD wizzard configures vaur computer as an RCCMD client.
Before pou start make sure that you have enough RCCMD license keys for
your installations. Every RCCMD client requires a unigue license key, any
inwalid ar double RCCMD key will disable an RCCMD process. Don't use
RCCMD keycodes mare than onee |

Fallowing you will be requested to enter IP adiesses/hostnames of valid
RCCMD senders for this client. RCCMD senders are UPSMAN software,
L5121, C5111 or any RCCMD W1./¢2 compatible SNMP Adapters from
other vendors. Specifin which RCCMD sender is permitted to execute
actions on your RCCMD elient. IF you do not enter any IP#hosthame, any
UPSMAN RCCMD sender will have permission to execute RCCMD calls, Enter
"RCCMD.EXE - on a command prompt for help, Copyright GEMEREX,

+ Install RCCMD client
" Uninstall RCCMD

Licensek ey ‘1 25HAR -V

RCCMD wer. 4.0.0.7

Cancel

Figure 23 Client Installation Window

Please take a look on page 11, step 4 for further configuration.
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3.3 Settings of the Authorization of the RCCMD Service

This function is used for the commitment of the user authorization of the UPSMAN service,
which exceeds the system shutdown, e.g. execution of batchfiles, scriptfiles efc.

Open the menu of the properties window for the RCCMD service (via control panel,
administration and services).

rccmd Properties {Local Computer) HE

General | Log DnI Hecoveryl Dependenciesl

Service name: recmd
Display hame: |'CC"“‘:|

Description: ‘

L

Fath to executable:
C:ARCCMDARCCMDLERE

Startup type:

Service statug:  Stopped

Start | Stop | Bauze Eesume

“r'ou can specify the start parameters that apply when you start the service
fram here.

Start parameters: I

QK I Cancel | Apply

Figure 24 RCCMD Properties Window

Clickt he ALog Onodo button on the upper left side.
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rccmnd Properties {Local Computer)

General LogOn I Hecuveryl Dapendenciesl

Log on as:

(& {ocai System account
¥ Allow service to interact with desktop

" This acoount: EBrowse.
Bassword:
Eonfirm password

You can enable or dizable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Profile Enabled
Docked Profile Enabled

Enable Dizable
oK I Cancel I Apply I

Figure 25 RCCMD Properties Log On Window

Check the AThi s dedeteche passivordsrand gc andk t he ABr owse
button.

rccmd Properties (Local Computer) | 7| x|
General Log On |F|ec0very| Dependenciesl

Log on as:

° Local System account
¥ | &llovs service bo interact with desktop

I Browse... |

Paszsward:

LConfirm passward:

‘r'ou can enable or disable this service for the hardware profiles listed below:

Hardware Prafile ‘ Service |
Undocked Profile Enabled
Docked Profile Enabled

Enable Disable |
Ok I Cancel | Apply |

Figure 26 RCCMD Properties Password Confirmation
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Select User EHE

Select thiz object twpe:

IUser of Built-in zecurity principal Object Types... |

From this location:
IGX?}? Locations...

Enter the object name to select (examples):
[ Lheck Hames

!

mE | Cancel I

Figure 27 Select User Window

Click the fi(examples)od button to select the

Select User [ 2]

Select thiz object type:

IUser or Built-in zecurity principal Object Types. .. |

From thiz location:

IGX?2 Locations... |

Camnmon Queries |

Hame: |Startswithj I (Calums. . |
Desciptior: [Starts with =] |

= | Dizatled accaunts Stop
= i expminitg passwand

[ays since last logom: I 'I

& |

Ok | Cancel

Mame [RDM] | In Felder

_ wmware_us.. GHF2

€ ASPMET GX72
€ fank GX72
€ Guest GX72

€ Helpssistant GX72
€ IUSR_Gx72  GxF2
€ MWAM_GHT2Z  GRHF2
T LOCAL SERY...
€7 NETWORK 5...
€ SUPPORT_3.. Gx72

Figure 28 Selection of the Object Name
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Select User EE

Select thiz object type:

IUser or Built-in zecurity principal Object Types...

Fram this locatian:
IGX?2 Locationg. ..

Enter the object name to select [examples):
Gy 2\Administrator LCheck Names

A

Ok | Cancel |

2|

Figure 29 Administrator Selection

Click the AOko button and enter

rccmd Properties {Local Computer) EHE

General LogOn | Recovery | Dependencies |
Log on as:

€ Local System account

¥ Zllov service b interact with deskiop

¥ Thiz account: I.\.-’-‘-.dministlatol Browse... |

Pazgword: I'""'I

LCanfirm pazsword: I"'"|

You can enable or disable thiz service for the hardware profiles listed below:

Hardware Prafile | Service |
Undocked Profile Enabled
Diocked Prafile Enabled

Encble | Disable |

QK. I Cancel | Apply |

Figure 30 Administrator Password Confirmation
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L] "_.,‘ The account \Administrator has been granted the Log On As & Service right.
L

Figure 31 Service Right Info Window

3.4 Installation of RCCMD with Redundancy (from RCCMD V3)

Redundancy is the multiplication of critical components of a systemw ith the intention of
increasing the reliability of a system. In many safety-critical-systems, some parts of the
control system may be triplicated. An error in one component may then be out-voted by
the other two. In a triply redundant system, the system allotted three sub components,
which must fail all prior the system fails. Since each one rarely fails, and the sub
components are expected to fail independently, the probability of all three failing is
calculated to be extremely small.

At UPS installation RCCMD offers redundancy management functionality as follows:

Every UPS must be equipped w ith a CS121 or UPSMAN software computer. When ticking
the box fAuse RCCMD igypucatemuidecetd a metiiee wheyed/ou can
choose which CS121 /UPSMAN are supplying this RCCMD client. E. g. if 4
CS121/UPSMAN are installed into 4 UPS i than each may send a shutdown signal to this

RCCMD client.

- 4
UPSMAN slive checking
Enable connection check
[] Use RCCMD Traps
Palling rate: 30 min
Corinect retries: 100
w Execute at failure:
N' C:\Program FileshRCCMD%alive. bat
UPSMAH
[ Browse ] [ Default setting ] l E dit file
RCCMD Redundancy Audible settings
Use RCCMD group/redundancy 2Bl ) BEp el
@ Besp & times (1 to 9]
RCCMD wer. 4.0.1.7

Figure 32 Client Installation RCCMD Redundancy

Click the ANextod button.
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RCCMD redundancy configuration

Redundancy group: Redundancy level:
192.168.222.201 =l -
192,168 222.202

92.168.222.203
192,168 222,204

g

UPSMAN

Execute command when redundancy suppresses a shutdown

C:\Program Files\RCCMD4ShutdownS uppressed.bat

RCCMD wer. 4.0.1.7

Figure 33 Client Installation RCCMD Redundancy Configuration

The redundancy level defines how many shutdovn signals are required to execute the
shutdown.bat file. As long as this number is not exceeded, the RCCMD client will react on

such a shutdown signal only with a messagebox A Ex ecut e command when r
suppr esses dox.slhswil dhowaressage to inform the user that there has

been a shutdown signal from one of the UPS in the group, but since all other UPS are still

reading OK i or did not yet send any shutdavn, the shutdowvn is suppressed. 3 shutdovn

signals would create messages in the above example (redundancy level 3) only, just the

4" signalwould initiate the shutdown.

ATTENTION: RCCMD checks the presence of the other group members, prior of the
sending of the shutdovn-suppressed message! Are the members not reachable, e. g.
because of a lost network connection, RCCMD w ill send the shutdown signal immediately!

Content of this messageboxfile i Shut downSuppressed. bato:
@echo off
start /b msg.exe -c:3

"Attention ! RCCMD Shutdown Signal received. Execution suppressed because of
redundancy configuration. Please verify the status of the redundant UPS before you
continue towork. NOTE: If the RCCMD shutdown sender problem has been solved,
please stopkestart RCCMDservice to reset the system. If you do not restart RCCMD
service the shutdown is still pending and will be activated if another RCCMD signal
arrives !"

When this message box appears the RCCMD client is waiting for more shutdown signals
to come until the redundancy level is reached. If this is the case (in the 0065ample above
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3 shutdown signals must be send i than the 4tzh signal triggers the shutdown) i than
finally the shutdown.batfile is executed an ths RCCMD clients goes down.

Attention: If the shutdown is suppressed, and the problem on the UPS side is solved, you
MUST NOT forget to restart the RCCMD service to reset the alarm situation ! If you forget
to restart RCCMD the software will remember the alarm situation so that in case another
signal is send, an immediate shutdown is started. So please restart RCCMD (or your
computer) after the UPS problem has been solved.

3.4.1 Automatic Reset of the Redundancy Alarm

You can use the function ASedsdardRQevidlsly seatn c e | S
shutdown automatically. f a shutdown was suppressed, because of the existing

redundancy at this point of time, but the problem w as solved at the UPS intermediate, you

can reset the shutdown with the f uThedlienpn ASer
which received the shutdown, will be encouraged to reset it.

This command can be set individually into your CS121, UPSMAN or BACS
WEBMANAGER Events/Alarms configuration, but makes sense only, i the event, which

will send the command, is true, if the UPS is back in normal condition. For this the events

APOWER RESTOREDfi, ABATTERY LOW OFFfA, AUPSMAN
ALARMOFFfi are suitable, if they are provided fr
ASend RCCMD cancel shut downdleavecntd sbthate. gsaet i nt |
restart of the UPS, the event AUPSMAN STARTEDA would reset the
client automatically.

Alternati v e : Should the job ASend RCCMD cancel s h
cs121, UPSMAN or BACS WEBMANAGER, you can u
shutdown to remote clientidi or rather ASend RCC

The paramet er AWAKEUPA got fkb¢ hsameSe idn RCCMD ¢ a
shutdownid and resets the r ed umnmodniia state. fot thisr m o f

the events APOWER RESTOREDA, ABATTERY LOW OFF
AGENERAL ALARM OFFfiomretwsuicbabligure the func

command to remote clientfAdA with the AWAKEUPA co
‘Power restored’ Job 3

Function: Send RCCMD Command to remote client «

Client IP: 192.168.200.17

Client Port {Default: 6003): F002

Command: WAKELP
534 Command

Figure34CS121 Configuration AWAKEUPO Command
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Click into the C€CS121 menu fiEvents/ Alarmso onto
Select the fRCEMDi oomim8eddt o remote cliento, S ¢
address of the RCCMD c | i ent and enter the command fAWAKE

JDCRAARL

Insert Function @

Function: |Send RCCMD EXECUTE to remote client ~|

Function Parameters:

Farameter | value
ADDRESS  192.168.20017
FORT G003

OssL Enable S50

PARAMET...

Additional Parameters can be entered here

* Doimmediately, once " Doafter |0 Seconds
" Do Abways " Do after |0 Seconds, repeat.
" DoEvery |0 Seconds ( poat il Minutes remaining

Cancel | (] 8 |

Figure35UPS MAN Conf iguration AWAKEUPO Command

Click into the UPSMAN configuration the button
restored 0 and Alnserto. Add the function ASend RCC
accordant I'P address of the RCCMD client and e

Figure 36 A WAKEUPO Command into RCCMD Log File

o Advice: The restart of the RCCMD service is adpjydrtunity to reset
the redundancy alarm.
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3.5 RCCMD Client as Relay Station

In order to reach a bigger number of RCCMD receivers, one RCCMD client needs to be
operated as relay station. The receiver will be configured so that itwill receive a RCCMD
signal and this signal will be used to start a batch file, which then starts even more
RCCMD sender signals. This w orkstation is then sender and receiver at the same time
and is therefore an important link in the UPS monitoring chain. Generally the usage of a
RCCMD client as a relay station makes the management of several 100 RCCMD clients
far easier than configuring this via the Web-interface of the CS121. Additionally, all Web-
browser event configurations have a certain limitation so that it is required to use the relay
function, if the number of jobs exceed 50 per event at the CS121 HW 131, at older CS121
adapters even earlier.

See the following script, which lets the RCCMD-client act as relay station:

Figure 37 Example: Batch File RCCMD act as Relay Station

fistarto is a Windows batch command to start t
allow s to execute programs simoultanously and speeds up the shutdown process. Please

note that fistarto is not supported dbefoal | Wi n
using.

The RCCMD Version 4.0.1.0 or higher provides a grafical configuration of the RCCMD
relay function.

Click the fiConfigureéodo button.
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Logfile-configuration:  Max. logfle-size: 512 kb

Execute at mail signal from RCCHD server:
C:AProgram Files\ACCMD%mail. bat

[ Configure ] [ E dit file: ]
Execute at message signal frorm RCCMD server:
C:AProgram Files\RCCMDYmessage bat

E dit file
Execute at execute signal from RCCMD server:
C:AProgram Files\RCCMD4execute. bat

E dit file:
Execute at shutdown signal from RCCMD server.
C:\Program Files\RCCMDshutdown.bat
[ Browse ... ] [( Configure ] ] [ E it file ]

RCCMD ver. 4.0.1.7

Figure 38 RCCMD Client Shutdown Configuration

Tagt he ARCCMD s hut dof&vailable€Comanandlsoi mti a0 diove and c | i c |
button, to add this function into the ACurre

Figure 39 RCCMD Shutdow n Relay

The follow ing panelwill appear, inwhich you can enter the desired IP address range.
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